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What is Cyber Protect and Cyber 
Prevent?

Cyber Protect 
Aim: To improve knowledge and 
therefore strengthen protection 
against cyber-attacks.

Provide advice to help individuals and 
businesses change their cyber 
behaviours

Aim: To deter young people 
from becoming involved in 
cybercrime.

Make people aware of the 
Computer Misuse Act 1990 
and encourage positive legal 
use of skills and interests.

Cyber Prevent



What is the attraction for 
criminals to Cybercrime and 
Fraud? 

Traditional Crime

• Offender required

to be present at

crime scene

• One offence at a time

• Evidence/
Forensics/ CCTV

• Witnesses

• HIGH RISK/ LOW
REWARD

Fraud & Cybercrime

• Not present at the
scene

• Multiple offences at
the same time

• Commit offences
from anywhere
in the world

• Co-operation
required between
law enforcement 
internationally

• LOW R I S K/ HIGH
REWARD



Phishing 

Smishing

Vishing

• Aiming to make you click a 

bad link, open an attachment 

and/or disclose sensitive 

information

The 4 ways how criminals can scam you

Quishing



Genuine or Phish



Genuine? or Phishing?



Phishing!

Suspicious email address

Recipient is targeted

• Attempting to 
provoke a sense of 
urgency and an 
emotional response

Suspicious attachment 
(Name, size and format not atypical of a financial document) 
(possibly contains malicious software)

Wants you to open the 
attachment

• Attempting to look 
“official”



Genuine? or Phishing?



Genuine!
Genuine Tv Licensing 
email address 

Addressed by name

Shows partial postcode 
to confirm it is genuine

Redirects you to the 
genuine Tv Licensing 
website 

If still unsure about 
clicking the link, search 
for the website on 
google. 



Genuine? or Phishing?



Genuine!

Although the receiver of 
the text isn’t addressed 
by name, the sender 
does not ask for you to 
click on a link



Genuine? or Phishing?



Phishing!

Link is not the legitimate 
website

HMRC will NEVER contact 
you via text message. 

They will usually send you 
a letter or email asking 
you to visit the HMRC 

portal 



Genuine? or Phishing?



Phishing

Spoofed link

Genuine SMS 

Spoofed COVID short code 
so appears in same thread 
as genuine message



Does an icon of a padlock next to a website 
address mean it’s trustworthy?



Fake URL (not legitimate PayPal!)

Phishing



Scam messaging typically:

1. are from an  authority / organisation / 

person you have heard of.

2. appeal to your  emotions.

3. have a sense of  urgency. 

4. offers something that is in short supply / 

FOMO.

5. are topical / current  events. 

Phishing - Tips for users 
As of January 2026, the number of reports received 
stand at more than 35 million with the removal of 
more than 213,000 scams and 425,649 malicious 

URLs.

Forward to the Suspicious Email Reporting Service –
report@phishing.gov.uk 

Text messages can be reported by forwarding to 7726

Use 159 to contact your bank



What is AI? (Artificial Intelligence) 

Any computer system that can perform tasks 
usually requiring human intelligence. This could

include visual perception, text generation, speech
recognition or

translation between languages.

(NCSC 2024)

AI (Artificial Intelligence) is an emerging tool. It is
being used in a range of applications, from
generative AI (the creation of media) to data-based
AI which can be used to handle large amounts of
data.

While the concept of AI has been around since the
1940s, it became more popular in recent years with
the release of ChatGPT by OpenAI in 2022



Generative AI 
Generative AI refers to AI tools that 
'generate' text, images and other 
content, usually in response to prompts.

Most of this software is free and 
accessible to anyone with a computer 
and internet connection, because it's 
also used for legitimate purposes. 
However, its increased accessibility has 
led to a surge in scams that use AI.



How far has AI come since then? 



News stories regarding AI 



Can you tell the difference?

AI Edition 



Which image of a dog has been AI 
generated?

A. B.

C. D.

C!



Which image IS the real image?

A. B.

C. D.

B!



Which image has been AI generated?

A. B.

C. D.

These are 
all AI 
generated! 



Real Or AI?

AI!



Real Or AI?

AI!



Real Or AI?

AI!



Real Or AI?

Real!



Real Or AI?

AI!



The way AI can be used to 
commit Cybercrime & Fraud

Deepfakes:

A deepfake is where the person in the photo/video 
has been digitally altered to appear as a different 
person. 

Deepfakes can also be used to steal people's 
identities or to pass verification checks and 
access victims' accounts as well as to create 
images of completely non-existent people.

Voice Cloning:

Voice cloning is when a person's voice is recorded 
and then used to create audio content of that 
person speaking. Criminals can use a voice 
recording of someone to make them say anything 
that they want them to.



An estimated 95% of cyber-attacks 
succeed due to human error.

IBM 

90% of cyber data breaches were 
caused by human error.

Cybsafe, ICO

80% of all Cybercrime is easily 
preventable by adopting basic measures.

https://i.crn.com/sites/default/files/ckfinderimages/userfiles/images/crn/custom/IBMSecurityServices2014.PDF
https://www.cybsafe.com/press-releases/human-error-to-blame-for-9-in-10-uk-cyber-data-breaches-in-2019/


Have your details 
ever been in a data 

breach? 

65% of people reuse passwords 

across multiple sites. 
(Google 2019)

www.haveibeenpwned.
com

https://services.google.com/fh/files/blogs/google_security_infographic.pdf


What is not a strong password?

123456

qwerty 

password 
abc123 

1q2w3e4r5t
111111

qwerty123

superman 
football

liverpool

password1 

monkey 

qwerty1234 

Does it include relatable Information?  Siblings, street address, birthplace, DoB, hobbies, pets name



1. Qwerty123

2. Pa55w0rd

3. EpicCamelMountain35%

4. oe4D!3£

Which of these passwords 
is the strongest?

(https://www.security.org/how-secure-is-my-password)

https://www.security.org/how-secure-is-my-password/
https://www.security.org/how-secure-is-my-password/


So, what makes a strong 
password? 
Take a memory and reduce it to three 
words 
The tree fell down, smashed the fence and 
the dog escaped. 

Combine them into a random order 
Smashedescapedtree

Add upper case letters
SMASHEDescapedTREE

Add special characters and numbers 
SM4SH3DescapedTR33

13% of people use the same password for all their 
accounts. (Google 2019)

https://services.google.com/fh/files/blogs/google_security_infographic.pdf


I won’t be able to remember all 
these passwords!

Storing your passwords safely means 
you won’t have to remember them.

• It’s OK to write down your 
passwords, but keep them 
somewhere safe, and out of sight. 

• Most web browsers will offer to save 
your passwords for you. It’s safe for 
you to do this (unless you’re using a 
shared computer outside your home, 
for instance at college or a library). 

• Password manager apps are a safe 
way to store passwords. 



2 Factor authentication / 2 
Step verification

• 2FA adds an extra step when you log in, usually 
by giving you a code to enter from an app or 
SMS. 

• It means even if a criminal knows your 
password, they won’t be able to access your 
accounts

• Gives you the opportunity to confirm if the user 
is you.

• You should set it up on all your important 
accounts (email, social media, etc), even if you 
have a strong password.



Tips for Social Media

✓ Enable 2SV
✓ Turn off activity broadcasts
✓ Check who can see your 

connections

✓ Review profile “about” 
settings – education, 
work, relationships, 
family, life events etc.

✓ Limit past posts
✓ Check who can see your 

friends and followers
✓ Check who can view your 

photos

✓ Make account private
✓ Disable activity status and 

location

✓ Turn on “ghost mode” to 
hide your location

✓ Disable quick-add
✓ Stop sending data usage



Tips for Wi-Fi

Don’t use public Wi-Fi for sensitive transactions 

Use 3G, 4G, 5G where you can – this is always encrypted 

Use a Virtual Private Network (VPN) if connecting to free Wi-Fi

Turn off Wi-Fi when you’re not using it 





Why should I bother reporting this 
to Report Fraud?

• Assistance in getting hacked accounts shut down or potentially 
repatriated

• Build a bigger picture of Fraud and Cyber crime happening within 
the UK and where resources should focused. 

• Forward scam websites or websites posing to be something they 
are not with a potential of getting them shutdown to prevent any 
further victims. 

• If you are a victim of Fraud or Cyber crime, you will have 
bespoke advice on what to look out for and how to keep your 
online accounts safe. 



Resources

ncsc.gov.uk cyberaware.gov.uk To report fraud and cyber crime 

friendsagainstscams.org.ukhaveibeenpwned.com stopthinkfraud.campaign.gov.uk

https://www.ncsc.gov.uk/
https://www.cyberaware.gov.uk/
https://www.friendsagainstscams.org.uk/


Thank you for listening.

Any questions?


